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Security Administration Roles

Employer Administrator

Full Access Except User Management
Employer Payor

Employer HR

Employer Invoice Processor

Employer Processor



Security Role Definition

1. Employer Administrator (No security barrier)

Shortcuts

=  Create Invoice

=  Process New Hire

= Upload a File

= Help and Support

Menu

=  Home

=  Roster

= |nvoices

=  Payment Processing

= Transactions

=  Uploaded Files

=  Employer Administration

=  Account

=  Employer Information

=  Notify Us

= Reports:
» Invoice Details 32BJ Funds Reports
» Participant Roster Change Report
» Invoice Details 32BJ Union Reports
» Employer ACA1095C Detail Report



Security Role Definition

2. Full Access Except User Management

Shortcuts

= Create Invoice

=  Process New Hire

= Upload a File

= Help and Support

Menu

=  Home

=  Roster

= |nvoices

=  Payment Processing

= Transactions

=  Uploaded Files

=  Employer Administration (Read Only)

=  Account

=  Employer Information

=  Notify Us

= Reports:
» Invoice Details 32BJ Funds Reports
» Participant Roster Change Report
» Invoice Details 32BJ Union Reports
» Employer ACA1095C Detail Report



Security Role Definition
3. Employer Payor

Shortcuts
=  Help and Support
Menu
=  Home
=  Payment Processing
= Transactions
=  Employer Administration (Read Only)
=  Notify Us
= Reports:
» Invoice Details 32BJ Funds Reports
» Invoice Details 32BJ Union Reports
» Employer ACA1095C Detail Report



Security Role Definition
4. Employer HR

Shortcuts
=  Process New Hire
= Help and Support
Menu
Home
Roster
Notify Us
Reports:

» Participant Roster Change Report
» Employer ACA1095C Detail Report



Security Role Definition

5. Employer Invoice Processor

Shortcuts

Menu

Create Invoice
Upload a File
Help and Support

Home

Invoices

Transactions

Uploaded Files

Account

Notify Us

Reports:
» Invoice Details 32BJ Funds Reports
» Invoice Details 32BJ Union Reports
» Employer ACA1095C Detail Report



Security Role Definition

6. Employer Processor

Shortcuts
= Create Invoice
=  Process New Hire
= Upload a File
= Help and Support
Menu
=  Home
=  Roster
= |nvoices
= Transactions
=  Uploaded Files
=  Account
=  Notify Us
= Reports:
» Invoice Details 32BJ Funds Reports
» Participant Roster Change Report
» Invoice Details 32BJ Union Reports
» Employer ACA1095C Detail Report
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ESS Security Administration Rules

e User name 1s system generated
e Password 1s required (mmmmum 6 characters)
* F-mail 1s required

e User 1s limited to select only one security role
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Shortcits Home
Create Invaice

Process Mew Hire

Upload a File News Alerts
Help and Suppaort

Menu

Home

Roster

Invoices

Fayment Processing
Transactions

Emplover Information _
Contact Us | Fiter | Export

Fepors Account Mame work Location Mame | Account Mumber | Balance Actions

¥ I Employer-123 Account-NYC Apartment Building RAB 123 Account 19612 F0.00  Transactions | Profile

SEIU Local 32BJ Privacy Policy and Terms of Use | 32BJ Funds Privacy Policy and Terms of Use
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SEIU
25170 - ¥XvZ Employer Welcome Tatiana Torres 04292013
Shortcuts

Create Irvoice Employer Administration

FProcess Mew Hire

This pane allows you to add, delete, and update contacts.
Upload a File
Help and Support Manage PCX Accounts

Menu

Hame ‘Manage PCX Accounts |

Roster

Inwoices Employer Contacts

Fayment Processing
Transactions @

Unloaded Files w] Fiter £ Prirt [ Expart
FAdministration

U=ser Mame Mame Status Rale Gender ‘Wiark Phone Email Action
Accounts
Ermplover Infarmation
Contact Us Account Contacts
Reports

Account: 19612 x5Z Emplover-123 Account-MYC Adpartment Building RaB G
Add

| Filter & Print Export

U=er MName Mame Status Role zender Work Phone Ermail Action

SEIU Local 32BJ Privacy Policy and Terms of Use | 32BJ Funds Privacy Palicy and Terms of Uze
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Shortcits

Add Employer Contact

Create lrvoice

Process Mew Hire
Flease enter the name or 35K of thenerson that will be responsible for the security user account that yvou are creating. Ifyvou would like

Upload a File to create a new user, please clicg

Help and Support Select Person

Menu Other - Persan: Search
Haome

Foster

Imvaices

Fayment Processing

Transactions

ploaded Files

FAdministration
Accounts
Ermplayer Infarmatian
Contact Us Back
Reparts

SEIU Local 32BJ Privacy Policy and Terms of Use | 32BJ Funds Privacy Policy and Terms of Use



- ¥%E Employer

Shortouts

I Create Invoice

L Process Mew Hire

& Upload a File
Help and Support

farna
Home
Fster
Invaices

Fayment Frocessing

Transactions

Uploaded Files

Administration

Aecounts

Employer Infarm ation
Contact Us
Repaorts

N\
N\

N\
N\

All fields are required. The pasanord iz case sensitive.

Hew User

User Mame:

F azsanmard:

Canfirm
F asamord:

Fezet Pasamard

Flag:
Lock Account: D
Account Active:

Title:
Role:

SSHN:

First Mame:

Middle Hame:

Last Mame:

Suffix: b

[rate of Birth: I

{:} hiale

Gander
'::} Female

Ferson 10

Security Role

Emplaver Self Service

Delata

2 prine Export
Fiole

Add

* Uiniversa! Gmowupn

Submit Cancel

Address Information

Primary Address

Address 1:

Address 2:

Address 3:

City:

Zip:

Stata: HEYY Y ORE.
County: ALBANY
Cauntry: us
Contact Info

Motk Phone:
Home Phone:
Cell Phone:
Faw:

Email: N

ieb Address:

Wielcome Tatiana Torres

Last Logon 02302013 | Account | Logout

042502013
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25170 - X¥Z Employer

Shorteuts

Create Invoice
L Process Mew Hire
&, Upload a File

Help and Suppart

Menu

Home

Roster

IMvoices

Payiment Processing
Tranzactions

Uploaded Files

Employer Administration

Accounts

Employer Information
Cortact Us

Reparts

Laszt Logon 0452352013 | Account | Logout

Welcome Tatiana Torres 0472972013

Pazzward cannot be lezs than & characters

All fields are required. The passwaord iz case sensitive.

New User Address Infoermation

User Hame: JLOPEZ1 Primary Address

Password: [Tt
Confirm Address 1:
Pazsward el
Address 2
Rezet Password
Flag: Address 3
Lock Accourt: [ City:
Account Active: Tig
State: MEW Y ORE, -
Title: Mr. Courty: ALBANY v
Role: i Country: us w
=t Contact Info
First Marme: Joze
Miclcile Mame: Wark Phone:
Last Mame: Lopez Home: Phone:
Suffix w Cell Phone:
Diate of Birth: A 1 Fa:
) Male Ermail: Jlopez(EvZE mployer. com
Gender: D
Female Vel Address:

Perzon 1D
Security Role

Employer Self Service w Add

Delete
& Frint o Export

Role

13

£



Laszt Logon 0452352013 | Account | Logout

25170 - X¥Z Employer Welcome Tatiana Torres 0472972013

Shortcuts

Create Invoice Fleaze select the appropriste Security Role for this user.

L Process Mew Hire

All fields are required. The passwaord iz case sensitive.
&, Upload a File d R

Help and Suppart

New User Address Information
Menu User Mame: JLOFEZ1 Primary Address
Home Password: [T ITT)
Roster Canfirm Address 1
f . [TYYYY]
Inrvoices Password: Address 2
Payiment Processin Rezet Password
Y d Flair Address 3
Tranzactions g
Lock A, rit: City:
Uploaded Files ;C ;’3;;_ v
oo e -
Emplover Administration i
Accounts State: MEWw YORE W
Ermployer Information Title: Mr. Courity: ALBAMY w
Contact Us Role: ¥ Courtry: us v
Reparts =t Contact Info
First Marme: Joze
Michdle: Marme: Wiark Phone:
Last hame: Lopez Home Phane:
St b Cell Phaone:
Diate of Birth: 4 = Fae:
_ ) Male Email: Jlopezietv £E mployer. com
Gender: D
Female Wieh Address:
Perzon 1D
Security Role
Employer Self Service v
Delete @
& Frint o Export
Role

13

£



25170 - X¥Z Employer

Shorteuts

Create Invoice
L Process Mew Hire
&, Upload a File

Help and Suppart

Menu

Home

Roster

IMvoices

Payiment Processing
Tranzactions

Uploaded Files

Employer Administration

Accounts

Employer Information
Cortact Us

Reparts

All fields are required. The passwaord iz case sensitive.

Laszt Logon 0452352013 | Account | Logout

Welcome Tatiana Torres 0472972013

New User Address Information
User Name: JLOPEZ1 Primary Address
Password: [T ITT)
Confirm Address 1:
L1111 ]]
Password: Address 2
Rezet Password
Flag: Address 3
Lock Accourt: [ City:
Account Active: Zipx:
State: MEW Y ORE,
Title: Mr. Caunty; ALBAMNY
Fole: N Country: s
SIS
Contact Info
First Marme: Joze
Micicle Mame: Work Phone:
Last Mame: Lopez Home: Phone:
Suffix w Cell Phone:
Date af Birth: 4l = Fa:
) Male Emil: Jlopez(@4vZE mployer. com
Gender: D
Female Vieh Address:
Perzaon I0:
G

Emplover Addministrator - Employer User
Emplover Full Access Except User Management - Employer zer
Emplover HR - Employer U zer
¢ Employer Invoice Processar - Employer User

Ermplover Payar - Employer Lser
- Emplayer Praceszor - Emplover Uzer

* Universal Frogs

13
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25170 - X¥Z Employer

Shorteuts
| Create Invaice
£ Process Mew Hire
& Upload a File
Help and Support

Menu

Home

Roster

Invoices

Payment Processing
Tranzactions

Uploaded Files

Acliministr sti

Accounts

Employer Information
Contact Us

Reports

All fields are required. The passwaord iz case sensitive.

New User

Lzer Mame: JLOPEZT
Paszword: LTI Y
Confirm

Pazsward: il
Rezet Password

Flag:
Lock &ccount: |:|
Acoount Active:

Title: M.
Fale:
SEM:
Firzt Mame: Joze
Miciclle Mame:
Last Mame: Lopez
Suffiz W
Date of Birth: 4 =
@ hdale

Gender. D Female
Perzon IO

Security Role

Emplaver Self Service w
& Fring B Export

Raole

Ermplover Administrator - Employer User

* Uinlversal Frowy

@ Cancel

)

Welcome Tatiana Torres

Address Information

Primary Address

Address 1:

Address 2

Address 3

City:

i

State: HEW YORK.
Courty: ALBANY
Courtry: 115
Contact Info

Wiark Phone:

Home Phone:

Cell Phone:

Fam:

Email: Jlopezi@ZE mployer. com
ek Address:

B42972013

[

[
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Shorteuts

Creste yoice Employer Administration

Process New Hire This page allovws you to add, delete, and updste contacts.

Upload = File

Help and Support Manage PCX Accounts

Menu
Hame iManage PCX Accounts:
Roster
Inices Employer Contacts
Payment Processing
Transactions Add
Uploaded Files | Filter & Priee 0 Export
KR e 8T User Hame Hame Status Role | Gender Whak Phaone Email Action
Accounts N
JLOPEZA LOPEZ, JOSE Active Male dlopezi@*ZEmployer.com Edit | Delete
Employer Information
Contact Us QE
Reports Account Contacts
Account: 19612 #E Employer-123 Account-MyC Apartment Building RAB »
Add
| Filter & Priee 0 Export
User Name MHame Status Rale Gender Wok Phone Email Auation

SEIU Local 32BJ Privacy Palicy and Terms of se | 32BJ Funds Privacy Policy and Terms of Lise
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Shorteuts

Creste yoice Employer Administration

Process New Hire This page allovws you to add, delete, and updste contacts.

Upload = File

Help and Support Manage PCX Accounts

Menu
Hame iManage PCX Accounts:
Roster
Inices Employer Contacts
Payment Processing
Transactions Add
Uploaded Files | Filter & Priee 0 Export
KR e 8T User Hame Hame Status Role | Gender Whak Phaone Email Buction

Accounts

JLOPEZA LOPEZ, JOSE Active Male dlopezi@*ZEmployer.com b elete
Employer Information
Contact Us
Reportz Account Contacts

Account: 19612 #E Employer-123 Account-MyC Apartment Building RAB »
Add

| Filter & Priee 0 Export

User Mame Mame Status Rale Gender WMok Fhaone Email Action

SEIU Local 32BJ Privacy Palicy and Terms of se | 32BJ Funds Privacy Policy and Terms of Lise



25170 - XYZ Employer

Shorteuts
Create Invoice
Process Mew Hire
Upload = File
Help and Support

Menu

Horme

Roster

Invoices

Payment Processing
Tranzactions

Uploaded Files

oyer Administrati

Accounts

Employer Information
Contact Us

Reports

Lazt Logon 045237201 3 | Account | Logout

Welcome Tatiana Torres 0472972013

User Administration

Belowy are the details for the selected user. To edit the user details, security groups or user address, please click on 'Edit’ button.

User Details Address Information

Uzt Mame: JLOPEZT MY LS
Reset Pazsword Flag:

Lok Account Email: Jlopez@xy ZEmployer.com

Title: hir.
Role:

SEM:

First Marme: Jose
Iiciclle Mame:

Last Mame: Lopez
Suffi

Date of Birth:

Gender: hale

Security Role

S Frine & Export

Role

Employer Administrator - Employer User ™

* Linlversal Growy

Back e

'

SEIU Local 3284 Privacy Policy and Terms of Lise | 32BJ Funds Privacy Policy and Terms of Use
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Shortcuts
Create Invaice
Process Mew Hire
Upload a File
Help and Suppart

Menu

Haome

Roster

Invaices

Fayment Processing
Transactions
ploaded Files

F Adrministrati

Accounts

Ermplayer Infarmation
Contact U=

Repors

User Administration
User Details

Ilzer Mame: JLOPEZ
Fassword: FEREEEEE (Change)

Feset Password
v
Flag:

Lock Account: il
Account Active:

ser Type:

Title: Pulr.

Fole:

S5M:

First Marme: Joze

Middle Mame:

Last Mame: Lopez

St A

Date of Birth: i i
® Male

Gender O Female

Ferzon 1D 29820249

Security Role

Ernployer Self Service b Add

Delete

S poet D Eunert

Last Logon 042302013 | Account | Logoot

Welcome Tatiana Torres

Address Information

Primary Address

Address 1:
Address 2
Address 3
ity

Zip:

State:
Caunty:
Country:

Contact Info

Work Phone:

Harme Phone:

zell Phane:
Fau

Email:

Web Address:

MEW Y ORK
ALBAMNY
LIS

Jlopez@xyZEmplover.com

04292013



Imvoices

Payment Processing
Transactions
ploaded Files

Employer Administration

Accounts

Employer Infarmation
Contact Us

Reports

Account Active:

Llser Type:

Title: bAr.

Fole:

SSM:

First Marme: Joze

Middle Mame:

Last Mame: Lopez

Suffix bl

Diate of Birth: I =
&) tdale

Gender. ) Female

Ferson |0 28982024

Security Role

Emplover Self Service b Add

Delete
S Prirt E wpart
Role

Emplover Administrator - Employer User *

*Uiniversal Graun

Back @ Delete

u

Addrass &
City:

Zip:

State:
Coumnty:
Country:

MNEW YORK
ALBANY
us

Contact Info

Work Phaone:

Home Phone:

Cell Phone:
Fam

Ermail:

Weh Address:

Jlopez@xXyZEmplover.com
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Shortcuts N

) The user infarmation has been updated.
Create [nvoice

Process Mew Hire QEJ
Upload a File User Administration
Help and Suppart
Below are the details for the selected user. To editthe user details, security groups or user address, please click an 'Edit’ buttan.

Menu User Details Address Information
Horme User Name: JLOPEZ1 MY S
Roster Reset Password Flag: _
Invoicas Lock Account Email: Jlopez@yZEmployer.com
Fayrment Frocessing
Transactions Title: .
Uploaded Files Fole:
*Administrati S5
Accounts First Mame: Jose
Middle Mame:
Emplover Information Last Marme: Lopez
Contact Lls S
Reports Drate of Birth:
Gender: Male

Security Role

& Prirt @ Ewport

Role

Employer Administrator - Employer User *

* Univeraal Graun

Back Edit
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Shorteuts

Creste yoice Employer Administration

Process New Hire This page allovws you to add, delete, and updste contacts.

Upload = File

Help and Support Manage PCX Accounts

Menu
Hame iManage PCX Accounts:
Roster
Inices Employer Contacts
Payment Processing
Transactions Add
Uploaded Files | Filter & Priee 0 Export
KR e 8T User Hame Hame Status Role | Gender Whak Phaone Email Actiog

Accounts

JLOPEZA LOPEZ, JOSE Active Male dlopezi@*ZEmployer.com Edit Felete
Employer Information
Cortact Us Qb
Reports Account Contacts

Account: 19612 #E Employer-123 Account-MyC Apartment Building RAB »
Add

| Filter & Priee 0 Export

User Mame Mame Status Rale Gender WMok Fhaone Email Action

SEIU Local 32BJ Privacy Palicy and Terms of se | 32BJ Funds Privacy Policy and Terms of Lise



out to delete this recaord.
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Shortcuts

Create Invoice Employer Information

Process Mew Hire

Upload & File Demographics
Help and Suppart
Employer # 25170 Emplover Mame: ¥YZ Employer
Menu Federal Tax Mo: 12-3456739
Horme
RDStEr P :
:Edit;
Invoices
Fayment Processing
. Address
Transactions
ploaded Files 254 19TH 5T
Employer Administration MEW YORK, MY S 10011-4677
Accaunts
Emplover Infarmation
Contact Us Edit
Reports
Contacts

| Fiter & Print & E =port

Cther Party Mame Role Gender Wiork Phone Etnil Action

Lopez, Joze ale Jopezg™ ZEmployer.com Edit | Delete

Add Contact






